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Agreement on the processing of data on behalf of a Controller
between
X GmbH 
X-Straße 123
12345 Musterstadt
– Controller –
and
Y GmbH 
Y-Straße 123
12345 Musterstadt
– Processor –
1. General remarks
(1) The Processor will process personal data on behalf of the Controller in the meaning of Article 4 (8) and Article 28 of Regulation (EU) 2016/679. This Agreement governs the rights and obligations of the parties in connection with the processing of personal data.
(2) Insofar as the term "data processing" or "processing" (of data) is used in this Agreement, it is taken as that defined in Article 4 (2) GDPR.
2. Subject matter of the Agreement
The subject matter, nature and purpose of the processing, the nature of personal data and the categories of data subjects are set out in Annex 1 to this Agreement.
3. Rights and duties of the Controller
(1) The Processor is the responsible body within the meaning of Article 4 (7) GDPR for the processing of data on behalf of the Controller. Pursuant to section 4 (5) of this Agreement, the Processor has the right to inform the Controller if the Processor is of the opinion that the data processing is in breach of applicable statutory data protection law in this Agreement and/or an instruction. 
(2) The Controller shall be the person responsible for safeguarding the data subject's rights. The Processor shall promptly inform the Controller if data subjects claim their data subject's rights against the Processor.
(3) The Controller shall be entitled to issue supplementary instructions concerning the nature, scope and procedure of data processing to the Processor at any time. Instructions must be given in text form (e.g. email). 
(4) Regulations concerning a possible remuneration of additional expenses incurred through supplementary instructions by the Controller for the Processor remain unaffected.
(5) The Controller may designate authorized persons. Insofar that persons entitled to issue instructions are to be named, they are named in Annex 1. In the event that there is a change of persons authorized by the Controller, the Controller will notify the Processor thereof in text form.
(6) The Controller shall promptly inform the Processor if he finds errors or irregularities in connection with the processing of personal data by the Processor.
(7) In the event of the obligation to provide information to Third Parties pursuant to Articles 33, 34 GDPR or any other statutory reporting obligation applicable to the Controller, the Controller shall be responsible for the fulfillment of those obligations.
4. General obligations of the Processor
(1) The Processor shall process personal data only within the framework of this Agreement and/or in compliance with possible additional instructions given by the Controller. Excluded from this are legal provisions, which potentially oblige the Processor to a different processing of data.  In such a case, the Processor shall inform the Controller of these legal requirements before the processing, unless the law in question prohibits such notification on account of an important public interest. Purpose, nature and scope of data processing shall be governed exclusively by this Agreement and/or the instructions of the Controller. Data processing deviating from this Agreement shall be forbidden, unless the Controller has given its written consent. 
(2) The Processor shall undertake to perform the data processing on behalf of a Controller only within the Member States of the European Union (EU) or the European Economic Area (EEA).
(3) The Processor assures in regard with the commissioned data processing of personal data the contractual execution of all agreed measures of this agreement. 
(4) The Processor shall be responsible to structure the Processor's internal organization in a manner that the data processed on behalf of the Controller is adequately protected against unauthorized or unlawful processing. Changes in how the commissioned data processing is organized that are relevant to the security of the data will be discussed and agreed on between the Controller and the Processor in advance. 
(5) The Processor shall inform the Controller if the Processor is of the opinion that a Controller's instruction is in breach of statutory data protection laws. The Processor shall be entitled to suspend the implementation of the relevant instruction until it has been confirmed or amended by the Controller. Insofar as the Processor can demonstrate that processing according to the instructions of the Controller can lead to liability of the Processor according to Article 82 GDPR, the Processor is free to suspend further processing in this respect until the liability between the parties has been clarified.
(6) The processing of data on behalf of the Controller outside the premises of the Processor or subcontractors is only permitted after obtaining the Controller's consent in written form or in text form. The processing of data on behalf of the Controller in private dwellings is only permitted with the Controller's consent in writing or text form in individual cases.
(7) The Processor shall process the data which he processes on behalf of the Controller separately from other data. A physical separation is not mandatory. 
(8) The Processor can designate the person(s) authorized to receiving instructions by the Controller. If persons entitled to receive instructions are to be named, they shall be named in Annex 1. In the event that there is a change of persons authorized to receive instructions for, the Professor will notify the Controller thereof in text form.
5. Data protection officer of the Processor
(1) The Processor confirms that he has designated a data protection officer pursuant to Article 37 GDPR. The Processor shall ensure that the data protection officer has the necessary qualifications and expertise. The Processor shall communicate the name and contact details of his data protection officer to the Controller separately in text form. 
The duty of naming a data protection officer pursuant to section 1, may, at the Controller's discretion, cease to apply if the Processor can account for that he is not obliged by law to appoint a data protection officer and that company provisions exist which ensure that personal data are processed in compliance with the provisions of law, the provisions of this Agreement, and any such further instructions as the Client may give.
6. Notification obligations of the Processor
(1) The Processor shall inform the Controller immediately of each breach of statutory data protection laws or contractual agreements and/or the Controller's instructions which has occurred during the processing of the data by him or other persons involved in processing the data. The same shall apply to any violation of the protection of personal data which the Processor processes on behalf of the Controller.
(2) Furthermore, the Processor shall inform the Controller immediately if a regulatory authority pursuant to Art. 58 GDPR is operating against the Processor and this operation may also affect controlling of the processing which the Processor makes on behalf of the Controller.
The Processor is aware that the Controller may be subject to a notification obligation pursuant to Articles 33 - 34 GDPR, which provides that notification must be made to the supervisory authority within 72 hours after detection.  The Processor shall assist the Controller in implementing the notification obligations. The Processor shall notify the Controller, in particular, of any unauthorized access to personal data processed on behalf of the Controller, without delay, but at the latest within 48 hours of knowledge of such access. In particular, the notification of the Processor to the Controller shall include the following information:
· a description of the nature of the breach of the protection of personal data, indicating, as far as possible, the categories and approximate number of data subjects concerned, the categories concerned and the approximate number of personal data sets concerned;
· a description of the measures taken or proposed by the Processor to remedy the breach of the protection of personal data and, where appropriate, to mitigate its potential adverse effects.
7. Processor's obligation of cooperation
(1) The Processor shall assist the Controller in fulfilling his duty to respond to requests for the exercise of rights of the data subjects in accordance with Art. 12-23 GDPR. The provisions of section 11 of this Agreement shall apply.
(2) The Processor assists the Controller in compiling the lists of processing activities. The Processor must provide the Controller with the required particulars by suitable means.
(3) Taking into account the type of processing and the information available to him, the Processor shall assist the Controller in complying with the obligations set out in Articles 32-36 GDPR.
8. Supervisory powers
(1) The Controller has the right to monitor compliance with statutory laws regarding data protection and/or compliance of the regulations agreed between the Parties and/or compliance with the instructions of the Controller by the Processor at any time to the extent necessary.
(2) The Processor shall be obliged to provide the Controller with information to the extent necessary to carry out an inspection in the meaning of paragraph 1.
(3) The Controller may demand to inspect the data that are processed by the Processor for the Controller along with the inspection of data processing systems or programs that are used.
Pursuant to paragraph 1, the Controller shall be permitted to control the premises of the Processor, upon prior timely notification, during regular business hours. The Controller shall thereby ensure that the inspections are carried out only to the extent necessary in order to not interfere with the Processor's business operations.
(5) The Processor shall be obliged to provide necessary information to the Controller in case of measures of a supervisory body against the Controller according to Art. 58 GDPR, especially regarding obligations of information and monitoring and to grant the competent supervisory body on-site inspections. The Processor shall inform the Controller about such relevant intended measures.

9. Subcontracting
(1) The Processor shall not assign any subcontractors without approval of the Controller in text form. The Processor shall name all existing subcontractual relations in "Annex 2" of this Agreement.
(2) The Processor shall diligently select any subcontractor and assure in advance that they may comply with the Agreement between Controller and Processor. The Processor must, in particular, verify in advance, and regularly during the term of this Agreement, that the subcontractors have undertaken the technical and organizational measures that are required according Art. 32 GDPR for the protection of personal data. The result of the verification must be documented by the Processor and communicated to the Controller on request. 
(3) The Processor is obliged to have the subcontractor confirm that he has appointed a company data protection officer within the meaning of Art. 37 GDPR. In the event that no data protection officer has been appointed by the sub-contractor, the Processor must point this out to the Controller and provide information that indicates that the subcontractor is not legally obliged to appoint a data protection officer. 
(4) The Processor must ensure that the regulations and, where appropriate, supplementary instructions of this Agreement also apply to the subcontractor. 
(5) The Processor shall conclude a commissioned data processing contract with the subcontractor, which meets the requirements of Art. 28 GDPR. In addition, the Processor shall impose the same data protection obligations with regard to the protection of personal data on the subcontractor as those laid down between the Controller and the Processor. On request, the Processor shall provide the Controller with a copy of the written agreement on commissioned data processing.
(6) The Processor shall in particular be obliged to ensure through contractual regulations that the Controller's powers of control (Section 8 of this Agreement) and of supervisory bodies also apply to subcontractors and that corresponding monitoring by the Controller and supervisory bodies have been agreed upon. It shall also be specified by contractual regulations that subcontractors have to tolerate these monitoring measures and any on-site inspections.
(7) Not considered as subcontracting relationships within the meaning of sections 1 - 6 are services which the Processor uses for Third Parties as a mere ancillary service in order to carry out the business activity. These include for example cleaning services, telecommunication services without specific reference to services that the Processor performs on behalf of the Controller, postal and courier services, transportation services or security services. The Processor shall nevertheless be required to ensure that appropriate technical and organizational measures have been undertaken to protect personal data, even with ancillary services that are provided by Third Parties. The maintenance and care of IT systems or applications constitutes a subcontracting relationship subject to approval and commissioned data processing within the meaning of Art. 28 GDPR if the maintenance and monitoring concerns IT systems that are also used in connection with the provision of services for the Controller and can be accessed during maintenance of personal data that are processed on behalf of the Controller.

10. Obligation of confidentiality
(1) When processing data on behalf of the Controller, the Processor shall be obliged to maintain confidentiality of data which he receives or obtains in connection with the data processing order. The Processor shall undertake to comply with the same confidentiality regulations as those incumbent for the Controller. The Controller is obliged to inform the Processor of any specific confidentiality regulations.
(2) The Processor warrants that applicable data protection regulations are known to him and that the Processor is familiar with their application. The Processor also warrants that the employees working on the data have been made known to applicable regulations of data protection and that they are bound to maintain data confidentiality. Furthermore, the Processor warrants that he has undertaken to maintain confidentiality, in particular with regard to the employees involved in carrying out the work and has informed them of the instructions of the Controller. 
(3) Proof for such an obligation for the employees pursuant to paragraph 2 must be presented to the Controller on request.
11. Protection of Data Subjects' rights
(1) The Controller is solely responsible for safeguarding data subjects' rights. The Processor is obliged to support the Controller in his duty to process requests from data subjects in accordance with Articles 12-23 GDPR. The Processor shall in particular ensure that the information required in this respect is provided to the Controller without delay so that the Controller is able to fulfil his obligations under section 12 (3) GDPR in particular. 
(2) As far as a participation of the Processor for the protection of data subjects' rights by the Controller is necessary – especially regarding access, rectification, blocking or deleting –, the Processor will undertake the necessary measures on instruction by the Controller. Where possible, the Processor shall assist the Controller with appropriate technical and organizational measures to fulfil his obligation to respond to requests for the exercise of the data subjects' rights
(3) Provisions concerning remuneration of additional expenses incurred through participation of the Processor in connection with assertion of data subjects' rights against the Controller remain unaffected.
12. Confidentiality obligations
(1) Both Parties hereby undertake to treat all information received in connection with the processing of this Agreement indefinitely confidential and to use the information only for carrying out the Agreement. No Party has the right to use the information in part or as a whole for other than those mentioned purposes or to make this information available to Third Parties.
(2) The foregoing obligation shall not apply for information that one Party received demonstrably from Third Parties, without being bound by secrecy or which are publicly known.
13. Remuneration
The Processor's remuneration is provided for by way of a separate agreement.
14. Technical and organizational measures for data security
(1) The Processor shall pledge against the Controller to comply with all technical and organizational measures that are required for compliance with applicable data protection regulations. This includes, in particular the dispositions in Art. 32 GDPR.
(2) The technical and organizational measures as of the time at which this Agreement is made are attached as Annex 3 to this contract. The Parties agree that changes to technical and organizational measures may be required to adapt to technical and legal requirements. The Processor will inform the Controller in advance and within a reasonable period of any material changes affecting the integrity, confidentiality or availability of personal data. The Processor may implement without consulting with the Controller measures that entail only slight technical or organizational changes and that do not negatively affect the integrity, confidentiality or availability of the personal data. The Controller may at any time request an up-to-date version of the technical and organizational measures taken by the Processor.
(3) The Processor will regularly, and as the occasion may warrant, monitor the effectiveness of the technical and organizational measures it takes The Processor will inform the Controller in the event that there is a need for optimization and/or change.
15. Term of the Agreement
(1) The Agreement begins with the signing of the Agreement and shall be concluded for an indefinite period of time.
It may be ordinarily terminated at the end of a quarter, giving three months' notice.
(3) The Controller may terminate the Agreement at any time without notice if the Processor has committed a serious violation of the applicable data protection provisions or a breach of duties under this Agreement; the Processor is unable or unwilling to carry out an instruction of the Controller or denies access to the Controller or the competent supervisory authority in breach of the Agreement.
16. Termination
(1) Upon termination of the Agreement, the Processor must hand over or delete all documents, data, and final results of processing or use that are associated with the contractual relationship to the Controller.  The erasure must be documented in a suitable manner.  Any relevant legal obligations for the storage of data remain unaffected. Data carriers must be destroyed in the event of a destruction request by the Controller and at least security level 3 of the national standard DIN 66399 (Office machines - Destruction of data carriers - Part 1: Principles and definitions) must be observed. The destruction must be verified to the Controller with reference to the security level in accordance with DIN 66399.
(2) The Controller has the right to monitor the complete and contractual return or erasure of the data by the Processor. This may be done also by visual inspection of the data processing systems on the Processor’s business premises. The on-site monitoring is to be announced by the Controller with reasonable notice.
17. Right of retention
The Parties agree that the plea of retention by the Processor in the meaning of section 273 German Civil Code (Bürgerliches Gesetzbuch, BGB) concerning the processed data and associated data storage devices is excluded.
18. Final Provisions
(1) Should the property of the Controller be at risk at the Processor through measures of Third Parties (especially confiscation or seizure of property), by insolvency proceedings or other events, the Processor must inform the Controller immediately. The Processor will inform creditors immediately about the fact that the data are processed on behalf of the Controller.
(2) Written form is compulsory for ancillary agreements.
(3) Should individual parts of this Agreement be invalid, the validity of the Agreement’s other provisions will not be affected thereby.
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Annex 1 - Subject matter of the Agreement
1. Subject matter and purpose of the processing
This DPA specifies the obligations of the Parties that arise between Controller and Processor from the Agreement.
The services to be provided by the Processor shall be described as specific as possible here. The purpose of the processing must also be specified, unless this results from the service description. 
2. Type(s) of personal data
The following types or categories of personal data are generally collected, processed and used by the Processor:
If possible, the data fields should be specified here. If this is not possible, generalizations are allowed (usage data, inventory data etc.) which shall be specified as detailed as possible.
3. Categories of data subjects
The following data subjects are affected by the handling of their personal data within the framework of this Agreement:
e.g. Clients, Controller, Third Parties etc.
4. Authorized persons of the Controller are:
If necessary, name persons or delete the passage. 
5. Processor's designated person(s) to receive instructions:
If necessary, name persons or delete the passage.
Annex 2 - Subcontractor
For the processing of data on behalf of the Controller, the Processor uses the services of Third Parties who process data on behalf of the Processor ("subcontractors").
These companies are:
All companies with name, legal form, contact data and loadable address are to be indicated here by the Processor. Furthermore, the type of service must also be described briefly.
Annex3
Technical and organizational measures of the Processor 
The Processor shall undertake the following technical and organizational measures for data security in accordance with Art. 32 GDPR.
1. Confidentiality
Access Control
The Processor must provide information on the following
- How are the buildings in which data is processed protected from unauthorized access? If, for example, data is processed in a data center but is accessed from office buildings, protective measures must be specified for both buildings. This also applies to the further description of the measures. If there are several places for data processing (e. g. computer center and office buildings) the measures have to be described differentiated by location (e.g. ::........  // Measures taken at the company headquarters:......) 
 The measures in place must be described as specific as possible. Simply stating keywords is not sufficient.
Is there a policy in effect for visitors? If so, which provisions does it include?
- Is a key policy or an access concept in effect? If so, which provisions does it include?
- Is a video surveillance system installed?
- Is an alarm system installed? What happens in case of an alarm?
- Is there a factory security service or a porter?
- other measures
System Access Control
Here, the contractor must provide information on the following 
- How are authorizations to access data or systems granted?
- Is the grant and withdrawal of authorizations logged? Who has access to the logs?
- Are granted authorizations periodically checked with regard to another requirement? If so, how often?
- How is it ensured that only required authorizations are granted?
- Is there a password policy?
- What is the minimum password length required? Is the minimum length technically enforced?
- Is password complexity obligatory? 
- Is this technically enforced?
- Is a password change forced? If yes, when and why?
- Are external interfaces (e. g. USB) blocked?
- Are mobile IT systems encrypted?
- Are mobile data carriers encrypted?
- How are IT systems protected against viruses and malware?
- How are unauthorized access to IT systems by third parties detected and prevented?
- How is it ensured that only carefully selected and verified service providers are in contact with personal data?
Data Access Control
Here, the contractor must provide information on the following: 
- How is it ensured that authorizations are issued in a differentiated manner?
- Are user roles and associated authorizations regularly checked? If so, how often?
- How is it ensured that rights of persons who leave the company or change jobs are deprived of their rights?
- Is the number of administrators reduced to the minimum? How is this ensured?
- Is access to applications and/or data logged?
 How is it ensured that data carriers that are no longer in use are securely erased or destroyed?
- How is it ensured that paper documents with personal data are securely destroyed and that the destruction is verified?
Separation

Here, the Processor has to give information to the following:
- How is it ensured that data processed for different purposes will be processed separately from each other?
- How is it ensured that data of different customers are processed separately from each other and access to data of other customers is excluded?
- How do you ensure the separation of test and production systems?

Pseudonymization & Encryption

 Here, the Processor must provide on the following:
- Is the data used pseudonymized or encrypted? If so, please describe this in detail.
2. Integrity
 Data Entry Control 
Here, the Processor must provide information on the following: 
- How do you guarantee that it is possible to ascertain at any time who has entered, changed or deleted personal data, such as the following?
- How long do you store the records of these entries, changes and erasure ("logs")?
- Who has access to the logs
Transmission Control
Here, the contractor must provide information on the following:
- How is personal data transferred between the Processor and the Controller?
- How is data protection guaranteed during transport?
- How is it assured that data will be securely deleted after completion of the order?
- How is the erasure of data documented?
3. Availability and resilience
Here, the Processor must provide information on the following:
- Is an uninterruptible power supply (UPS) for server systems in use?
- Are server rooms air-conditioned? 
- Are fire and smoke detection systems installed? Please describe them.
- Is a hard disk mirroring system in use? If so, which?
- Please describe your backup and recovery concept.
- Where are backups stored?
- Are data backups encrypted?
- Is there an emergency concept in effect?
- How to ensure rapid data recovery?
4. Procedure for the regular review, assessment and evaluation
Here, the processor has to provide information on the following:
- Has the management assumed responsibility for data protection and information security ("Guideline")?
- Will employees be trained in data protection? If so, how and how often? Are there any training records?
- Are employees obliged to treat personal data confidentially? How is it ensured that all employees are committed to confidentiality?
- Has a data protection officer been appointed?
- What measures are taken to implement data protection through technical design and data-protection-friendly presettings (Art. 25 GDPR)?
- Are there guidelines for employees for handling personal data?
- How is it ensured that data protection violations are detected and reported immediately?
- Is there a process for conducting Data Protection Impact Assessments (DPIA)? (DSFA)?
- How is it ensured that requests from data subjects are dealt with on time?
- Is there a list of processing activities within the meaning of Art. 30 (1-2) GDPR?
- What other measures have been taken to ensure the implementation of the GDPR requirements within the company? Has a data protection management system (DPMS) been implemented?
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